
ACHIEVING GDPR 
COMPLIANCE WITH 
ASOLVI 
A need-to-know guide

On May 25th 2018, the European Union’s 
General Data Protection Regulation (GDPR) 
comes into force. 

The purpose of the regulation is to protect the 
personal data of all EU citizens by updating 
data privacy laws and bringing them in line 
with rapidly advancing digital technologies. 
It will reshape the way organisations across 
Europe (and beyond) collect and manage 
personal data.

Asolvi offers three intelligent, end-to-end service management solution 
for the field service industry. Each is capable of eliminating errors and 
delays associated with manual processes and making everyone in your 
organization work faster, smarter and better.



There’s still plenty of apprehension and 
uncertainty about the GDPR, particularly 
for small and medium-sized enterprises 
(SMEs) in the field service space. 
For present and prospective Asolvi 
customers, this white paper aims to 
alleviate these concerns and clarify any 
confusion. 

It will also explain how our three 
service management solutions — Evatic, 
Tesseract and WinServ — can help you 
comply with the new rules.  

What is the GDPR?

The full text of the GDPR has 99 articles that set 
out the data privacy rights of individuals and place 
obligations on anyone who processes data capable 
of identifying a person. These include allowing 
people easier access to the data a company holds 
about them and a new regime of fines for non-
compliance. 

It also obliges an organisation to obtain (and 
re-obtain) clear consent of people it collects 
information about, and to hold and process only 
the data absolutely necessary for the completion 
of its duties. 

Why is the GDPR necessary?

The GDPR’s raison d’être is simple. We are 
living in an age where enormous amounts of 
digital information are generated each day and 
everything from phones to smart TVs to fitness 
trackers are collecting data that could identify us. 
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As a result, the laws that look after our personal 
information are not fit for purpose anymore and 
need updating. The GDPR will update all EU 
countries’ data protection laws in one fell swoop, 
standardising them across the region and making 
them future-proof in a world where technology 
changes every day.

A broader definition of “personal data” in the 
GDPR

You probably already comply with strict rules 
designed to protect data such as medical 
information, social security numbers, and credit 
card details. The GDPR is different because any 
information about a natural person (or “data 
subject”) that is capable of directly or indirectly 
identifying that person is now considered personal 
data. The “indirectly” bit is important; it means 
the definition now encompasses a much larger 
amount of information. It includes names, photos, 
email addresses, social media posts, IP addresses, 
even pseudonymised data if it’s possible to 
identify a person by said pseudonym. 

Data controllers and data processors

Knowing your obligations under the GDPR means 
understanding who has responsibility for the 
personal data being processed, and what those 
responsibilities are.

The GDPR divides the people who have 
responsibility for processing personal data into 
data controllers and data processors. A data 
controller is any person or organisation that 
determines the purposes and means of processing 
personal data. A data processor is any person 
or organisation that processes personal data on 
behalf of the controller. The word “processes” 
includes collecting, storing, recording and using in 
some way.

It’s perfectly possible to be both at the same time. 
For instance, if you use our Evatic, Tesseract or 
WinServ solutions, you are the data controller. If 
you host the software on your own server, you are 
the data processor as well. If you are using a SaaS 
version of our software, Asolvi is the data processor.
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Do data controllers and data processors have the 
same obligations?

Broadly, yes, in that data controllers and data 
processors have to implement appropriate 
technical and organisational measures to meet 
the requirements of the GDPR and protect the 
rights of the data subject. In addition, both data 
controllers and processors are liable to fines in 
the event of breaches. Article 83 says that fines 
will be apportioned according to the “degree of 
responsibility of the controller or processor”. In 
effect, whoever’s more to blame for the breach will 
pay the bigger fine.

Of course, data controllers and data processors 
do also have a list of specific obligations 
pertaining to the nature of their role. For 
instance, data controllers must ensure that data 
protection principles are met when planning and 
implementing processing activities, and data 
processors must follow the instructions of the 
controller when processing personal data.

The data subject’s rights

The data subject now has a comprehensive list of 
rights under Articles 12 to 23 of the GDPR. Some of 
the main ones are as follows:

RIGHT TO BE INFORMED
A data subject has the right to know that their 
personal data is being processed. They are also 
entitled to know where and for what purpose their 
data is being processed, and the lawful basis for the 
processing. Article 13 says that the data controller 
must provide the data subject with this information.

RIGHT TO BE FORGOTTEN
The data subject is entitled to have their personal 
data erased in circumstances including the 
following: the data is no longer necessary or 
relevant to the original purpose it was collected 
for, consent has been withdrawn, or the data was 
unlawfully processed.  
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RIGHT TO DATA PORTABILITY
A data subject has the right to receive the personal 
data being held on them in a structured, commonly 
used and machine-readable format. They also have 
the right to have that data transmitted directly to 
another data controller.

Lawfulness of processing is key

Article 6 of the GDPR is probably the most important 
article for those who process personal data. It sets 
out that processing will only be lawful if one or more 
of the lawful bases for processing apply. 
The main bases are where the data subject has 
given consent to the processing; the processing 
is necessary for the performance of a contract; or 
the processing is necessary for compliance with a 
legal obligation.

The GDPR sets a higher standard for consent than 
previous data protection legislation. Under the 

GDPR, a data subject must give express consent to 
have his or her data processed. No more opt-out 
forms/pre-ticked boxes/other forms of default or 
passive consent. Data subjects must now positively 
opt in. Other conditions for consent have been 
strengthened. Companies are no longer allowed to 
present a request for consent using complicated 
legalese. They must use clear, plain language in 
an easily accessible form. It must also be as easy 
to withdraw consent as it is to give it, and if the 
processing is based on consent, the data controller 
must be able to prove that consent was given.

However, there are circumstances where getting 
consent from a data subject is unnecessary. If 
that is the case, you will be relying on a different 
lawful basis.

Most Asolvi customers will rely on the second 
lawful basis mentioned above: the processing is 
necessary for the contract between them and their 
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customers. In other words, in order to properly 
maintain their customers’ assets and fulfil other 
field service management obligations, Asolvi 
users will need to process a certain amount of 
personal data, e.g. details of customer contacts 
and field service technicians. 

Asolvi customers will also rely on the third 
lawful basis mentioned above: the processing is 
necessary for compliance with a legal obligation. 
For example, they need to process the personal 
data of their employees in order to comply with 
their country’s employment laws.

It’s important to remember that if you don’t 
need to get the data subject’s consent, you still 
need to tell them what you’re doing. Article 
13(1)(c) says that you have to inform the data 
subject of the purposes and legal basis for the 
processing at the time their personal data is 

obtained. At the same time, Article 5(2) says that 
all data controllers must be able to prove their 
compliance with the lawfulness of processing 
provisions. So, Asolvi customers will need to 
inform all data subjects that their personal 
data will be processed for the purposes of the 
contract and record that this information has 
been given.

GDPR fines

The biggest concern for companies is the 
hefty fines they face in the event of a breach. 
Before, such fines were lower than the cost of 
compliance (which meant that many firms could 
be lax about it). Now the equation has changed 
considerably and non-compliance can incur 
fines as high as €20 million or 4% of your global 
annual revenue. It means compliance has to be 
front of mind, not an afterthought. 
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How can Asolvi help you comply with your GDPR 
obligations?

Asolvi is offering a free documentation package 
to all customers who are party to our new license 
agreements. This documentation relates to the 
GDPR’s impact on Asolvi products and how 
customers use them. Evatic and Tesseract users 
in particular will get access to comprehensive 
information that includes the following:

  • An overview of the GDPR
  • The kind of personal data that is stored through 
Evatic and Tesseract products
  • A defined set of roles/user types that are 
affected by the GDPR and the sort of data you will 
hold on them
  • Where personal data is stored in our databases
  • How you can erase and export personal data 
using Evatic and Tesseract

If you are an Evatic or Tesseract customer not 
party to the new license agreements, contact us 
today and we can talk about upgrading you. 

A number of WinServ users are in the process 
of moving their service management system to 
an Evatic or Tesseract platform in order to take 
advantage of those platforms’ more expansive 
and versatile functionality. As such, we are not 
providing the same levels of documentation 
to WinServ users. However, WinServ Security 
customers will receive documentation covering the 
purposes for which personal data is collected in 
WinServ and where it resides in their system. 
We are also introducing some new functionality 
to our Evatic and Tesseract applications to help 
you comply with your GDPR obligations. This 
comprises consent forms and privacy notices that 
will pop up when a data subject first logs in to 
their Evatic or Tesseract system. 
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These new screens will explain how and on what 
lawful basis the data subject’s personal data will 
be processed and, if consent is required, ask them 
to tick a box to continue.

This new functionality will be available to 
users of Evatic Version 6 and Tesseract Service 
Centre 5.1. Customers using earlier versions 
of our software will not have access to the new 
functionality or the free documentation package. 
If you’d like to upgrade to the latest version of 
Evatic, please send an email to support.evatic@
asolvi.com. If you’d like to upgrade to the latest 
version of Tesseract, please contact us through 
our Tesseract customer portal.

Conclusion

The GDPR seems daunting and the past year has 
seen plenty of confusion and ‘scaremongering’ 
over the potential impact of the regulation for 
businesses. However, if you’re already complying 
with your country’s data protection laws, 

you’re probably most of the way there. After 
all, EU countries were already bound by the 
1995 Data Protection Directive and the GDPR 
is just an extension of that. UK information 
commissioner Elizabeth Denham stresses that it’s 
“an evolution, not a revolution”. She adds that if 
your organisation is conforming to existing data 
protection rules, then the new regulation is only 
a “step change”.

If you have any questions or need more 
information on the GDPR and its impact on 
your Asolvi software, please contact us via the 
following methods: 

If you are an Evatic customer, please email 
support.evatic@asolvi.com

If you are a Tesseract customer, please contact us 
through our Tesseract customer portal.
 
If you are a WinServ customer, please email 
support.winserv@asolvi.com
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